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Main challenges faced by small platforms

➢ Limited resources: Small and micro Hosting 

Service Providers (HSPs) often lack dedicated 

resources for content moderation. 

➢ High vulnerability to exploitation: Smaller HSPs are 

seen as "softer" targets. 

➢ Compliance with complex regulations: Most of the 

small and micro HSPs lacked awareness of the TCO 

Regulation. 
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➢ Difficulty implementing regulations: Due to limited 

expertise and the cost of implementing 

compliance measures

➢ Lack of moderation tools: A large proportion of 

small HSPs have no established procedures for 

dealing with flagged terrorist content. This 

highlights the need for accessible, cost-effective 

moderation tools for small platforms.
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➢ Manual processes: Being time-consuming, less 

efficient, and prone to human error

➢ Training gaps: Need for training, especially around 

the detection of terrorist content (78.57%) and 

understanding the regulatory landscape (57.14%). 

Developing user-friendly training materials is crucial 

for improving their compliance and moderation 

efforts.
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➢ Tool familiarization: Training to familiarize the 

platform operators with AI-driven 

➢ Unified reporting systems: Standardized risk 

assessment modules and unified reporting forms 

for terrorist-related content 

➢ Continuous threat monitoring: Threat landscape 

monitoring and regular updates due to rapidly 

evolving threats
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ALLIES AI tools

TEXT ANALYSIS

Processing of multilingual 
textual content hosted online 
by HSPs

SPEECH RECOGNITION

Multilingual automatic 
speech recognition of 
the spoken content hosted 
online

VISUAL UNDERSTANDING

Object and human behavior
recognition on images/
videos

MULTIMODAL DATA HASHING

Information retrieval of 
duplicate or similar content 
based on hash representations

MULTIMODAL CLASSIFICATION

Categorizing multimodal 
content based on its 
relevance to TCO

KNOWLEDGE GRAPH

Decision support based on 
Knowledge Graphs, creating 
semantic relations

EXPLANATION ENGINE

Diverse explainability & 
reporting based on AI

RISK ASSESSMENT

Identifying and assessing 
the level of risk of content 
HSPs in terms of TCO

FEDERATED LEARNING

Decentralised machine 
learning (ML) approach 
ensuring privacy & security
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ALLIES AI tools –

Benefits for micro & small HSPs
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